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Notification of Intent to Request for Quotations 
 

 Cyber Security System Refresh  
RFQ-CO-115300-CSSR 

 
Estimated Value: 27.1MEUR 

 
The NCI Agency is seeking the acquisition and deployment of cyber defense systems 
as replacement for those that are at, or near, End-of-Life (EoL) within three 
environments at the NATO Computer Incident Response Centre (NCIRC) located in 
SHAPE, Mons, Belgium.   
 
The Agency anticipates issuing the formal Invitation for Bid (IFB) in Q3 2021 with an 
anticipated Contract Award by Q4 2021. Please note that the anticipated IFB will 
likely have a bid closing date of approximately 30 days. 
 

NCI Agency Point of Contact 
Contracting Officer, Frank Iyakaremye 
RFQ-CO-115300-CSSR@ncia.nato.int 

 

To: Distribution List 
 

Subject: 
Notification of Intent to Requests for Quotations 
Cyber Security System Refresh (CSSR) 
 
RFQ-CO-115300-CSSR 

 
Reference(s): 

 
A. AC/4-D(2019)0004 (INV)  
B. AC/4-DS(2020)0015 (DS) 

 
 The NCI Agency, as the Host Nation, hereby gives notice of its intent to issue a 

Request for Quote (RFQ) to acquire and deploy cyber defense systems as 
replacement for those that are at, or near, End-of-Life (EoL) within three 
environments at the NATO Computer Incident Response Centre (NCIRC) located 
in SHAPE, Mons, Belgium. 
 

 The procurement will be conducted under the Basic Ordering Agreement Plus 
(BOA+) procedures. 
 

 A summary of the requirements of the anticipated RFQ is set forth in Annex A of 
this letter. The NCI Agency is refining the requirements and will include more 
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details when the RFQ is released.  
 

 The reference for the RFQ is RFQ-CO-115300-CSSR, and all correspondence 
concerning this RFQ must reference this number. 
 

 For the purpose of planning, the estimated cost for the services and deliverables 
included within the scope of the intended contract is approximately EUR 27.1M. 
 

 The envisaged procurement procedure for this RFQ will be the BOA+ procedures. 
The successful quote, pursuant to the RFQ following this NOI, will be that quote 
which is the lowest price and technically compliant in accordance with the 
evaluation criteria prescribed in the RFQ.   
 

 The formal RFQ is planned to be issued in Q3 2021, and Contract Award is 
planned for no later than Q4 2021.   
 

 It is planned to award a single firm-fixed price contract for the entire scope of work. 
No partial bidding will be accepted. 
 

 A draft Bidders list extracted from those companies who currently have an active 
BOA with the NCI Agency is attached at Annex B.  

 
 Companies that have a signed and activated BOA and are not listed in Annex B, 
may contact the NCI Agency’s POC at paragraph 12 of this letter enabling the 
Company to be added to the Bidders list.  

 
 In addition, national responsible authorities are kindly requested that the NCI 
Agency be provided with Declarations of Eligibility (DoE) not later than 35 days 
from the date of this Notification of Intent (NOI) of qualified firms which are 
interested in participating in this procurement but do not possess a BOA.  

 
 The declarations of Eligibility (DoE) should include the following information for 
each of the nominated companies: 

 
- Company Name and Address 
- Point of Contact, Telephone number and E-mail address. 

 
This information is critical to enable prompt and accurate communication with 
prospective Bidders. The DoE should be sent to the following point of contact: 

 
                       NATO Communications and Information Agency 
                        Attention: Frank Iyakaremye, Contracting Officer 
                        E-mail: RFQ-CO-115300-CSSR@ncia.nato.int 

 
 National authorities are advised that the RFQ package is anticipated to be NATO 
UNCLASSIFIED. However, the RFQ and the contractual documents may contain 
references to other NATO documents classified as NATO R3STRICTED.  

 The successful Offeror will be required to handle and store classified information 
up to the level of NATO S3CRET. In addition, Contractor personnel will be required 

mailto:RFQ-CO-115300-CSSR@ncia.nato.int


NCIA/ACQ/2020/7085 
 

Page 3 of 10 

to work unescorted in Class II Security areas and therefore, access can only be 
permitted to cleared individuals. Only companies maintaining such cleared facilities 
and the appropriate personnel clearances will be able to perform the resulting 
contract. 
  
 The NCI Agency point of contact for all information concerning this NOI is Mr. Frank 
Iyakaremye at email: RFQ-CO-115300-CSSR@ncia.nato.int 
 
 Your assistance in this procurement is greatly appreciated. 

 
 

For the Director of Acquisition: 

            
Ijeoma Ike-Meertens 
Principal Contracting Officer (Acting) 

 
 
 
 
Attachment(s): 
 
Annex A- Summary of the Requirements 
Annex B- Draft Bidders List
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Distribution List 
 

• NATO Delegations (Attn: Infrastructure Adviser) 
  
Albania   
Belgium   
Bulgaria   
Canada   
Croatia   
Czech Republic   
Denmark   
Estonia   
France   
Germany   
Greece   
Hungary   
Iceland   
Italy   
Latvia   
Lithuania   
Luxembourg 
Montenegro 
The Netherlands 
North Macedonia    
Norway   
Poland   
Portugal   
Romania   
Slovakia   
Slovenia   
Spain    
Turkey   
United Kingdom   
United States   

 
• NATO HQ 
NATO Office of Resources, Management and Implementation Branch – 
Attn: Deputy Branch Chief 
Director, NATO HQ C3 Staff, Attn: Executive Coordinator 
SACTREPEUR, Attn: Infrastructure Assistant 
SHAPE, Attn: J3 & J2   

 
• Strategic Commands  
HQ SACT Attn: R&D Contracting Office  
ACO Liaison Office 

 
• All NATEXs 
• NCI Agency – Internal 
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Annex A – Summary of the Requirements 
 

1 Introduction 
 

1.1 To address an obsolescence management requirement and facilitate 
technology refresh, the NCI Agency is looking for an integrator(s) from industry 
to provide, and commission into service, a list of systems.  

 
1.2 A technology refresh is required to consolidate the capabilities referenced in 

section 2.1, modernize them where newer techniques and technologies exist, 
and to replace elements that are otherwise losing reliability due to 
obsolescence, in order to improve Computer Information Systems (CIS) security 
within the NATO Enterprise. The aim also includes the provision of engineering 
and design work to adapt the new technologies with the NATO architecture. 

 
1.3 The components will be deployed both at the NCIRC operations based in 

SHAPE, Mons, Belgium as well as at various NATO sites. 
 

2  Project Scope 
 

2.1 The main systems in scope of refresh are: 
 

2.1.1 Firewalls – A vital component in the protection of network enclaves. NATO 
Cyber Security Centre (NCSC) seeks to leverage advances in firewall 
technology by deploying feature sets common to Next Generation Firewall 
systems. A firewall outage can potentially disrupt all CIS services.  

2.1.2 Network Intrusion Detection/Prevention Systems (NIPS) with Anomaly Based 
Detection– Considered an essential device for the purpose of detecting / 
monitoring potential threats on networks. This capability is hardware-
intensive and is required to adapt to increasing network bandwidth. A NIPS 
outage can potentially disrupt all CIS services. 

2.1.3 Log Aggregation (LogA) - Key data source for the SIEM. 
2.1.4 Equipment TEMPEST Level Testing tools - System no longer supported by 

vendor post-2018.  
2.1.5 NCIRC Tier-3 Enclave - Platform to support and connect all deployed 

sensors at remote sites. 
2.1.6 Data Diodes 
2.1.7 Guards (Mail / Web) 
2.1.8 Forensics Evidence Management (FEM) system 
2.1.9 Malware Analysis (MA) system 
2.1.10 NCIRC Operational Deployment Support & Exercise Reference System 

(NODCERS) 
2.1.11 Cyber Threat Assessment Cell (CTAC) systems 
2.1.12 Rapid Reaction Team Kits (RRTK) 
2.1.13 Penetration Testing tools 
2.1.14 Website Vulnerability Assessment tools 
2.1.15 Onsite Vulnerability Assessment tools 
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2.2 The systems listed in paragraph 2.1 above will be deployed in independent 
architectures for NATO R3STRICTED, NATO S3CRET, and a Test/Reference 
environment. 

 
3 Geographical Implementation 

 
3.1 The NCIRC capability is operated centrally from SHAPE Mons. Additional 

components are deployed within NCIRC enclaves to support monitoring at the 
following geographical locations: 

 
3.1.1 Mons, Belgium 
3.1.2 Brussels, Belgium 
3.1.3 Lago Patria, Italy 
3.1.4 Pogio Renatica, Italy 
3.1.5 La Spezia, Italy 
3.1.6 Brunssum, Netherlands 
3.1.7 The Hague, Netherlands 
3.1.8 Izmir, Turkey 
3.1.9 Northwood, UK 
3.1.10 Norfolk VA, USA 
3.1.11 Aix en Provence, France 
3.1.12 Munich, Germany  
3.1.13 Uedem, Germany 
3.1.14 Ramstein, Germany 
3.1.15 Geilenkirchen, Germany 
3.1.16 Capellen, Luxembourg 
3.1.17 Betzdorf, Luxembourg 
3.1.18 Torrejon, Spain 
3.1.19 Stavanger, Norway 
3.1.20 Monsanto, Portugal 
3.1.21 Bydgoszcz, Poland 
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Annex B – Draft Bidders List 

Country Vendor 
 ALBANIA TCN shpk 

 
 BELGIUM ATOS 

Akacio - Louis & Associates s.a.r.l  
Avaya Inc. 
Brevco Services S.C.S.  
Comparex Software Belgium Computer Sciences 
Corporation ComputerLand S.L.M. S.A.  
Cypros C 
Dimension Data Belgium  
Ericsson sa/nv 
Getronics Belgium SA/NV  
Hewlett Packard Belgium  
Proximus NV 
RHEA System S.A.  
RealDolmen NV  
SOPRASTERIA BENELUX 
Thales S.A. 
UNIFY COMMUNICATIONS 
Van Roey Automation NV 
 

 BULGARIA Electron Progress EAD KRISTANEA LTD. 
Lirex BG Ltd 
 

 CANADA GeneralDynamics Canada Ltd. Norsat International Inc. 
 

 CROATIA 
 
 
 

CROZ d.o.o. za informaticku djelatnost  
IN2 Information Engineering Ltd. 
INFIGO IS d.o.o. 
KING ICT d.o.o 
Senso IS d.o.o. 
Span PLC 
 

CZECH REPUBLIC Autocont 
Damovo Ceska republika s.r.o.  
Skill s.r.o. 
TietoEnator Czech s.r.o. 
 

DENMARK GM MERC A/S 
SAAB Danmark A/S 
 

 ESTONIA Aktors OÜ 
 

 FRANCE ASTRIUM SAS 
Airbus Defence and Space SAS  
Bull SAS 
CS Systèmes d'Informations  
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MARLINK SAS 
Orange Business Services 
Société Réseau Informaique et Gestion 
 

 GERMANY Airbus Defence and Space GmbH(ex EADS GmbH) 
 Bechtle GmbH & Co.KG 
Bell Computer-Netzwerke GmbH  
CGI (Germany) Gmbh &Co.KG  
CONET Solutions GmbH 
CSC Deutschland Solutions GmbH  
Cognizant Consulting and Services GmbH FREQUENTIS 
Deutschland GmbH 
GTSI Corp.  
Hays AG  
IABG mbH 
KB Impuls Service GmbH  
MagSoft® Computer und Software  
Quin GmbH 
Rohde & Schwarz GmbH & Co. KG  
T-Systems International GmbH  
VEGA Deutschland GmbH & Co.  KG. 
 

 GREECE Cosmos Business Systems S.A.  
European Dynamics SA 
Info-Quest SA 
 

 HUNGARY 
 

Honvédelmi Minisztérium Elektronikai,Logisztikai és 
Vagyonkezelo zrt.  
Navigator Zrt. 
S&T Consulting Hungary Ltd. 
Synergon Information Systems plc- Synergon Integrator 
Kft 
 

 ICELAND Advania h.f 
 

 LATVIA DATI Group,  
LLC DPA Ltd 
 

 LITHUANIA 
 

Blue Bridge  
Synergy Consulting 
 

 LUXEMBOURG NTT LUXEMBOURG PSF SA 
 

 NETHERLANDS NCIM-Groep  
PointGroup BV 
ROHDE & SCHWARZ BENELUX BV 
 

 NORWAY 3D perception AS  
Atea Norge AS  
Evry 
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 POLAND Asseco Poland S.A 
Atende S.A.(prior ATM S.A.)  
COMARCH Spôlka Akcyjna  
Decsoft S.A. 
Designers S.J. 
EXENCE S.A. 
Elmontex 
Instytut Techniczny Wojsk Lotniczych 
Military Communication Institute  
Newind sp. z o.o. 
PROKOM Software S.A. 
S&T Services Polska Sp. z o.o.  
Softblue Michal Kierul 
Solidex S.A. 
Sygnity S.A. 
Teldat Sp. Z.o.o. sp.k. 
WASKO S.A. 
Zbar Phu Mariuz Popenda 
 

 PORTUGAL GMV- Skysoft S.A. 
 

 ROMANIA ATOS Convergence Creators SRL  
REXENERG POWER SRL 
Teamnet International S.A.  
UTI Grup S.A. 
certSIGN S.A. 
 

 SLOVAKIA Aliter Technologies a.s  
InterWay, s.r.o 
 

 SLOVENIA Asiistech, d.o.o 
Igea d.o.o 
 

 SPAIN Alma Technologies s.a.  
EVERIS 
GMV Aerospace and Defence S.A.U.  
Indra Sistemas S.A. 
 

 TURKEY HAVELSAN Hava Elektronik San. Ve Tic A.S. 
 

 UNITED KINGDOM Audax 
Info-Assure LTD. 
Leonardo MW LTDSelex ES Limited  
Razor Thorn Security LTD 
Software Box Ltd. 
Sopra Steria 
Storm Technologies Ltd 
 

UNITED STATES 
 

AATD, LLC 
AT&T Government Solutions, Inc.  
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Accelera Solutions, Inc. 
Affigent, LLC 
Applied Coherent Technology Corp.  
BAE Systems Information Solutions Inc.  
Blue River Information Technology, LLC  
DRS Technical Services, Inc. 
EMW, Inc. 
Honeywell Technology Solutions Inc.  
IOMAXIS 
Intelligent Waves LLC  
K3 Enterprises, Inc. 
L-3 National Security Solutions, Inc.  
LEIDOS Inc 
ManTech International Corporation  
Mutual Telecom Services Inc. 
PlanIT Group LLC 
Raytheon CompanyNetwork Centric Systems  
SAIC 
Strategic Operational Solutions, Inc 
Systems Research and ApplicationsCorporation  
Trace Systems 
URS Federal Services International Inc  
UXB Defense, Inc 
Ultisat dba Speedcast Government 
 

Total: 154 
 


